
FFICE OF THE ATTORNEY GENERAL
STATE OF ILLINOIS

Lisa Madigan
ATTORNEY GENERAL

March 18, 2016

Centralia Correctional Center
P. O. Box 7711

Centralia, Illinois 62801

RE: FOIA Request for Review — 2016 PAC 40554

This determination letter is issued pursuant to section 9. 5( c) of the Freedom of
Information Act ( FOIA) ( 5 ILCS 140/ 9. 5( c) ( West 2014)). For the reasons that follow, the
Public Access Bureau has determined that no further action is warranted. 

On January 14, 2016, you submitted a FOIA request to the Joliet Police
Department ( Department) seeking, in pertinent part, copies of your fingerprints and D.N.A. from
case # 1150317004221. On February 2, 2016, the Department denied your request pursuant to
section 7( 1)( b) of FOIA ( 5 ILCS 140/ 7( 1)( b) ( West 2014), as amended by Public Acts 99- 298, 
effective August 6, 2015; 99- 346, effective January 1, 2016). On February 26, 2016, you
submitted this Request for Review contesting the Department' s denial. 

Section 7( 1)( b) exempts from disclosure "[ p] rivate information, unless disclosure
is required by another provision of this Act, a State or federal law or a court order." Section 2( c- 
5) of FOIA ( 5 ILCS 140/ 2( c- 5) ( West 2014), as amended by Public Act 99- 78, effective July 20, 
2015) defines " private information" to include: 

U] nique identifiers, including a person' s social security number, 
driver' s license number, employee identification number, biometric
identifiers, personal financial information, passwords or other
access codes, medical records, home or personal telephone

numbers, and personal email addresses. Private information also

includes home address and personal license plates, except as

otherwise provided by law or when compiled without possibility of
attribution to any person. ( Emphasis added.) 
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The term " biometric identifier" is not defined in FOIA. However, section 10 of
the Biometric Information Privacy Act ( 740 ILCS 14/ 10 ( West 2014)) defines " biometric

identifier" as " a retina or iris scan, fingerprint, voiceprint, or scan of hand or face geometry" 
emphasis added), and it should be read together with section 2( c- 5) of FOIA. See People v. 

Taylor, 221 Ill. 2d 157, 161 n. 1 ( 2006) (" The doctrine of in pari materia provides that when two
statutes deal with the same subject, they will be considered with reference to each other to give
them a harmonious effect."). Thus, fingerprints are considered unique identifiers and may be
withheld as exempt as " private information" under section 2( c- 5). The Public Access Bureau has
also previously determined that DNA is a biometric identifier and, therefore, " private

information" under the section 2( c- 5) definition of that term. III. Att'y Gen. PAC Req. Rev. Ltr. 
12531, issued May 22, 2012, at 3. Accordingly, this office concludes that the Department did
not violate FOIA by withholding your fingerprints and DNA pursuant to section 7( 1)( b) of
FOIA, and that no further action is warranted in this matter. 

However, this office also notes that the Department is not required to assert that
all " private information" is exempt, and may exercise its discretion to disclose records to you
concerning your own biometric identifiers. Ill. Att'y Gen. PAC Req. Rev. Ltr. 15182, issued
October 5, 2011, at 3; Ill. Att' y Gen. PAC Req. Rev. Ltr. 23175, issued May 12, 2015, at 3. 

If you have any questions, you may contact me at the Springfield address listed on
the first page of this letter. This correspondence serves to close the matter. 

Very truly yours, 

ISTOPHBR R. BOGGS

Assistant Attorney General
Public Access Bureau

40554 f no fi war pd

cc: Mr. Brian Dupuis

Deputy Chief of Police
Technical Services

Joliet Police Department

150 West Washington
Joliet, Illinois 60432



















OFFICE OF THE ATTORNEY GENERAL
STATE OF ILLINOIS

Lisa Madigan
ATTORNEY GENERAL

May 11, 2016

Via electronic mail

Mr. Sean Muserallo
WREX- TV

10322 Auburn Court

Rockford, Illinois 61101

smuserallo@wrex. com

Via electronic mail

Mr. Thomas J. Lester

Hinshaw & Culbertson, LLP

100 Park Avenue

Rockford, Illinois 61101- 1389

tlester@hinshawlaw. com

RE: FOIA Request for Review — 2016 PAC 39535

Dear Mr. Muserallo and Mr. Lester: 

This determination is issued pursuant to section 9. 5( f) of the Freedom of
Information Act ( FOIA) ( 5 ILCS 140/ 9. 5( f) (West 2014)). For the reasons that follow, the

Public Access Bureau concludes that Rockford School District 205 ( District) improperly
withheld records in response to Mr. Sean Muserallo' s December 16, 2015, FOIA request. 

On that date, Mr. Muserallo submitted a FOIA request to the District seeking, in
relevant part, records relating to " alleged drug use by current or former teachers at Lincoln
Middle School from September 1, 2015" to the date of the request, and: 

a] ny email correspondence or other writings, letters or memos
from Jason Grey to Lori Hoadley or Jason Grey to any other school
district administrator, investigator from the Winnebago County' s
State' s Attorney' s Office, Rockford Police Department or any other
law enforcement agency regarding Amy Downin, Whitney
Giardini, Jennifer Johansson and Elizabeth Heinrichs, and also
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regarding police activity at Lincoln Middle School during the
month of September 2015. 113

On December 22, 2015, the District provided copies of certain records to Mr. Muserallo, 

including police reports, e- mails concerning allegations of drug use, letters of resignation from
Ms. Giardini, Ms. Johansson, and Ms. Heinrichs, and salary information. The District withheld
other records, which were specifically identified on a log sheet accompanying its response
Exemption Log) citing sections 7( 1)( b), 7( 1)( c), 7( 1)( f), 7( 1)( m), 7( 1)( n), and 7( 1)( q) of FOIA
5 ILCS 140/ 7( 1)( b), ( I)( c), ( 1)( f), ( 1)( m), ( 1)( n), and ( 1)( q) ( West 2014), as amended by Public

Act 99- 298, effective August 6, 2015). 

On January 21, 2016, this office sent the District a copy of the Request for
Review and requested copies of the withheld records for our confidential review, as well as a

detailed explanation of the factual and legal bases for the assertion of each section 7 exemption

cited. The District submitted a written response and the requested records on February 1, 2016. 2
On February 8, 2016, this office forwarded a copy of the District' s response to Mr. Muserallo; he
did not reply. 

DETERMINATION

All public records in the possession or custody of a public body are presumed to
be open to inspection and copying ( 5 ILCS 140/ 1. 2 ( West 2014)), and exemptions to disclosure
are to be narrowly construed. Lieber v. Board of Trustees of Southern Illinois Univ., 176 Ill. 2d
401, 408 ( 1997); see also 5 ILCS 140/ 1 ( West 2014). A public body " has the burden of proving
by clear and convincing evidence" that a record is exempt from disclosure. 5 ILCS 140/ 1. 2
West 2014). 

Section 7( 1)( b) of FOIA

Under section 7( 1)( b), "[ p} rivate information" is exempt from disclosure " unless
disclosure is required by another provision of this Act, a State or federal law or a court order." 
Section 2( c- 5) of FOIA ( 5 ILCS 140/ 2( c- 5) ( West 2014)), defines " private information" as: 

E- mail from Sean Muserallo to FOIA, [ Rockford School District 205] ( December 16, 2015). 

21,, its response, the District did not re -assert section 7( 1)( q) of FOIA, which exempts from
disclosure "[ t] est questions, scoring keys, and other examination data used to determine the qualifications of an
applicant for a license or employment." As such, this office does not address this exemption, but also notes that it
applies to an " applicant," not to a current employee. 
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unique identifiers, including a person' s social security number, 
driver' s license number, employee identification number, biometric
identifiers, personal financial information, passwords or other
access codes, medical records, home or personal telephone

numbers, and personal email addresses. Private information also

includes home address and personal license plates, except as

otherwise provided by law or when compiled without possibility of
attribution to any person. ( Emphasis added.) 

The District asserted section 7( 1)( b) of FOIA as a basis to withhold requested drug test results. 
Under section 2( c- 5), " medical records" constitute " private information" that is exempt from

disclosure under FOIA. A " medical record" is defined as " a record of a patient' s medical

information ( as medical history, care or treatments received, test results, diagnoses, and
medications taken)[.]" Merriam -Webster Online Medical Dictionary, http:// www. merriam- 
webster. com/ medical/ medical% 20record ( last visited April 27, 2016). Therefore, the laboratory
test results are " medical records" as defined by FOIA. Accordingly, the District properly
withheld the laboratory test results under section 7( 1)( b) of FOIA. 

Section 7( 1)( c) of FOIA

Section 7( 1)( c) of FOIA allows a public body to withhold "[ p] ersonal information
contained within public records, the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy, unless the disclosure is consented to in writing by the individual
subjects of the information." Section 7( 1)( c) defines " unwarranted invasion of privacy" as " the
disclosure of information that is highly personal or objectionable to a reasonable person and in
which the subject' s right to privacy outweighs any legitimate public interest in obtaining
information. The disclosure of information that bears on the public duties ofpublic employees
and officials shall not be considered an invasion ofpersonal privacy." ( Emphasis added.) 

In the Exemption Log as well as the response to this office, the District asserted
that e- mails related to drug testing results as well as interviews with the employees arising out of
the allegations of drug use are exempt " personal information." In support of this assertion, the

District primarily contends that the employees had resigned by the time of Mr. Muserallo' s FOIA
request and therefore the information is not related to their public duties. This office disagrees

with this contention. The individuals were still employed by the District at the time of their tests
and the testing bore on whether they would continue to be employed by the District. Therefore, 
the disclosure of this information relating to their public duties is not an invasion of personal
privacy. Accordingly, this office concludes that the District has not sustained its burden of

demonstrating that the e- mails and interviews related to drug testing are exempt from disclosure
pursuant to section 7( 1)( c) of FOIA. 
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Section 7( 1)( m) of FOIA

Section 7( 1)( m) of FOIA exempts from disclosure: 

Communications between a public body and an attorney or
auditor representing the public body that would not be subject to
discovery in litigation, and materials prepared or compiled by or
for a public body in anticipation of a criminal, civil or
administrative proceeding upon the request of an attorney advising
the public body, and materials prepared or compiled with respect
to internal audits of public bodies. 

In the Exemption Log, the District asserted that three e- mails sent or received by
the District' s General Counsel were exempt under section 7( 1)( m). In its response to this office, 

the District appears to more broadly assert that all the withheld records are exempt because they: 

are all documents related to the seeking of legal advice from the
District' s attorney Lori Hoadley, and were all made in confidence, 
by the client District. The District relied on attorney Hoadley' s
counsel throughout the process related to the disciplinary event
that is the focus of Mr. Muserallo' s request. As such, all

correspondence and reports with and provided to Attorney Hoadley
are exempt from disclosure to the public. 3

Section 7( 1)( m) of FOIA exempts from disclosure communications covered by
the attorney- client privilege. The attorney- client privilege applies to communications: 

1) where legal advice of any kind is sought, ( 2) from a
professional legal advisor in his capacity as such, ( 3) the
communications relating to that purpose, ( 4) made in confidence, 
5) by the client, ( 6) are permanently protected, ( 7) from disclosure

by himself or the legal advisor, ( 8) except the protection be

waived. Illinois Education Association v. Illinois State Board of
Education, 204 Ill. 2d 456, 467 ( 2003). 

3Letter from Thomas J. Lester, Hinshaw & Culbertson LLP, to Neil P. Olson, Office of the
Attorney General, Public Access Bureau ( February 1, 2016), at 3. 
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See also In re General Instrument Corp. Securities Litigation, 190 F. R.D. 527, 531 ( N.D. Ill., 
2000), quoting U.S. v. Evans, 113 F. 3d 1457, 1461 ( 7th Cir. 1997) (" To be privileged, the

documents must not only exhibit attorney involvement, but must involve ' a legal adviser acting
in his capacity as such."). The section 7( 1)( m) exemption must be narrowly construed to
promote transparency " notwithstanding the countervailing policy favoring confidentiality
between attorneys and clients." Illinois Education Association, 204 Ill. 2d at 470. A public body
that withholds records under section 7( I)( m) must provide a supporting factual basis for the
application of the exemption, including " some objective indicia that the exemption is applicable
under the circumstances." ( Emphasis in original.) Illinois Education Association, 204 I11. 2d at
470. 

After examining the records provided for our confidential review, this office
concludes that the District has demonstrated that certain records are privileged communications, 

thus would not be subject to discovery in litigation, and fall within the scope of section 7( 1)( m). 
Specifically, these records are: a September 15, 2015, e- mail chain between the General Counsel
and District employees; an investigative report addressed to the General Counsel dated

September 16, 2015; a September 18, 2015, e- mail between the General Counsel and Director of
Security; and, an investigative report addressed to the General Counsel dated November 12, 
2015. The District has not demonstrated that the exemption is applicable to other records, even

if those records were provided to an attorney at some point, because the records do not indicate
the kind of attorney involvement required for the attorney- client privilege to apply. Accordingly, 
this office concludes that the District has not sustained its burden of demonstrating that all the
withheld records are exempt under section 7( 1)( m) of FOIA. 

Section 7( 1)( f) of FOIA

Section 7( 1)( f) of FOIA exempts from disclosure "[ p] reliminary drafts, notes, 
recommendations, memoranda and other records in which opinions are expressed, or policies or

actions are formulated, except that a specific record or relevant portion of a record shall not be

exempt when the record is publicly cited and identified by the head of the public body." The
section 7( 1)( f) exemption is equivalent to the deliberative process exemption in the federal FOIA

5 U. S. C. § 552( b)( 5) ( 2012)), which applies to " inter- and intra -agency predecisional and
deliberative material." Harwood v. McDonough, 344 Ill. App. 3d 242, 247 ( 1st Dist. 2003). The
exemption is " intended to protect the communications process and encourage frank and open

discussion among agency employees before a final decision is made." Harwood, 344 Ill. App. 
3d at 248. That exemption " typically does not justify the withholding of purely factual material." 
Enviro Tech Intern., Inc. v. United States Environmental Protection Agency, 371 F. 3d 370, 374
7th Cir. 2004). However, the federal courts have construed the scope of the deliberative process

exemption to cover factual information that is so " inextricably connected to the deliberative
material that disclosure of the factual material would reveal the agency' s decision- making
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processes." Nadler v. Dept. ofJustice, 955 F.2d 1479, 1491 ( 11th Cir. 1992); Ryan v. Dept. of
Justice, 617 F. 2d 781, 791 ( D. C. Cir. 1980); see also Ill. Att' y Gen. PAC Req. Rev. Ltr. 17451, 
issued April 10, 2012, at 4 ( Because factual data was part of the deliberative process in
inspection reports containing opinions and recommendations about inspected levees, the data
was exempt from disclosure under section 7( 1)( 0).

4 "[
T] he critical question is whether

disclosure of the materials would expose an agency' s decision- making process in such a way as
to discourage candid discussion within the agency and thereby undermine the agency' s ability to
perform its functions."' Chemical Weapons Working Group v. U.S. E.P.A., 185 F. R.D. 1, 3
D. D. C. 1999) ( quoting Dudman Communications v. Department of the Air Force, 815 F. 2d
1565, 1568 ( D. C. Cir. 1987)). 

The District has generally asserted, both in the Exemption Log and in its response
to this office, that all the withheld records are exempt from disclosure under section 7( 1)( f): "All

of the fact- finding of the investigation and interviews, drug testing, and email discussions related
thereto, are all inextricably intertwined with the District's decision-making process. i5 This office
disagrees, and the analysis of each type of record withheld under section 7( 1)( f) follows. 

One set of records asserted to be exempt under 7( 1)( f) are e- mails between the
Director of Security for the District and the Middle School Principal on September 4, 2015, 

which included four photographs. However, these records are essentially factual and the District
has not demonstrated how those communications are connected to the decision-making process. 
Likewise, the District has asserted that the Human Resource Director' s notes of interviews with
the involved employees are exempt, but those records also are factual accounts of those
interviews and do not contain recommendations or opinions. Therefore, disclosure of these types
of records containing factual material would not expose the District' s decision- making process in
such a way as to discourage candid discussion about the decision. 

In addition, the District asserted that the four letters to the involved employees
notifying them about their investigatory interviews are exempt. However, these communications

to the affected employees, as opposed to District employees involved in the decision- making
process, cannot be characterized as " inter- and intra -agency predecisional and deliberative
material." Similarly, a September 22, 2015, e- mail from the District's General Counsel to a
union representative, the Vice -President of the Rockford Educational Association, as well an e - 

Because Illinois' s FOIA statute is based on the federal FOIA statute, decisions construing the
latter, while not controlling, may provide helpful and relevant precedents in construing the state Act. Margolis v. 
Director, 111. Department of Revenue, 180111. App. 3d 1084, 1087 ( 1st Dist. 1989). 

5Letter from Thomas J. Lester, Hinshaw & Culbertson LLP, to Neil P. Olson, Office of the
Attorney General, Public Access Bureau ( February 1, 2016), at 2- 3. 
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mail exchange on October 6, 2015 between the General Counsel and that same union

representative, do not reflect communications among District employees. Therefore, these
communications to third parties do not fall within the scope of section 7( 1)( f). 

Other records do not reveal any of the decision- making process because they are
merely e- mails without any substantive content that transmitted other documents. These records

are September 16, 2015, October 16, 2015, November 12, 2015, e- mails sent to the District' s
General Counsel. 

Accordingly, this office concludes that the District has not sustained its burden of
demonstrating that all the withheld records are exempt under section 7( 1)( f) of FOIA. Certain
other records, which are exempt under section 7( 1)( m) as described above, may also be withheld
under section 7( 1)( f). 

Section 7( 1)( n) of FOIA

Section 7( 1)( n) of FOIA exempts from disclosure "[ r] ecords relating to a public
body' s adjudication of employee grievances or disciplinary cases; however, this exemption shall
not extend to the final outcome of cases in which discipline is imposed." The Attorney General
has issued a binding opinion that construed section 7( 1)( n) to apply to " only records relating to
the public body' s adjudication of a disciplinary case or an employee grievance." Ill. Att'y Gen. 
Pub. Acc. Op. No. 13- 011, issued June 11, 2013, at 6. ( Emphasis in original.) Records
generated independently of an adjudication, such as a public body's internal investigation into an
allegation of misconduct, do not relate to a public body' s adjudication of a disciplinary case; such
records fall outside the scope of section 7( 1)( n). Ill. Att' y Gen. Pub. Acc. Op. No. 13- 011, at 6; 
see also Ill. Att' y Gen. Pub. Acc. Op. No. 14- 002, issued April 15, 2014, at 7 ( legal invoices not
exempt under 7( 1)( n) because they existed independently of any possible future adjudication). 

The Illinois Appellate Court construed section 7( 1)( n) in the same manner in

Kalven v. City of Chicago, 2014 IL App ( 1st) 121846, 7 N. E. 3d 741 ( 2014). In that case, the
Chicago Police Department ( CPD) asserted 7( 1)( n) to withhold complaint register ( CR) files, 
which are CPD' s records of investigations into complaints made by citizens against police
officers. Kalven, 2014 IL App ( 1st) 121846, ¶ 3, 7 N.E.3d at 743. CR files consist of the
complaint itself and documents created during the investigation of the complaint. Kalven, 2014
IL App ( 1st) 121846, ¶ 3, 7 N.E. 3d at 743. Analyzing the language of section 7( 1)( n), the court
noted that an " adjudication" involves a formalized legal process that results in a final and

enforceable decision. Kalven, 2014 IL App ( 1st) 121846, ¶ 13, 7 N. E. 3d at 745. In contrast, the
court found that CR files are " part of an investigatory process that is separate and distinct from
disciplinary adjudications." Kalven, 2014 IL App ( 1st) 121846, ¶ 14, 7 N. E. 3d at 745. Therefore, 
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the court held that investigatory files such as CRs cannot be withheld under section 7( 1)( n). 
Kalven, 2014 IL App ( 1st) 121846, ¶ 22, 7 N.E.3d at 747. 

The District contends that it "had initiated formal disciplinary proceedings in
connection with this matter, as evidenced by the written notices, provided to the Bureau based on

its request for the ' withheld responsive records,' dated September 14, 2015, addressed to Whitney
Mayes ( Giardini), Jennifer Johansson, and Elizabeth Heinrichs. Those employees were aware

that disciplinary proceedings were being considered against them." 6 We have reviewed those
letters, and they are more fairly read as a notice of an investigatory interview rather than notice
of a formal process. In fact, the District described the letters as regarding " scheduling of
investigatory/ disciplinary meeting" in the Exemption Log. As such, the notices appear to relate
to what is often described as a Loudermill hearing rather than an adjudication as required under
section 7( 1)( n). In addition, the employees resigned, and there was no adjudication of the
charges against them. Therefore, there was no formalized legal process that resulted in a final

and enforceable decision. Accordingly, this office concludes that the District improperly
asserted section 7( 1)( n) of FOIA as a basis to withhold records. 

In accordance with the conclusions above, this office requests that the District

disclose additional responsive records to Mr. Muserallo. This office will make available a list of
those records to be disclosed if that will assist the District. The Public Access Counselor has

determined that resolution of this matter does not require the issuance of a binding opinion. This
letter serves to close this matter. If you have any questions, please contact me at
nolson@atg. state. il. us or ( 217) 782- 9078. 

Very truly yours, 

NEIL P. OLSON

Assistant Attorney General
Public Access Bureau

39535 f 71b proper 71f 71m proper improper 71c 71n improper sd

6Letter from Thomas J. Lester, Hinshaw & Culbertson LLP, to Neil P. Olson, Office of the
Attorney General, Public Access Bureau (February 1, 2016), at 3. 

71n Cleveland Bd ofEduc. v. Loudermill, 470 U.S. 532, 546 ( 1985), the United States Supreme
Court held that a public employee is " entitled to oral or written notice of the charges against him, an explanation of
the employer' s evidence, and an opportunity to present his side of the story", prior to termination, although this
process is not a full adversarial evidentiary hearing. 
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OFFICE OF THE ATTORNEY GENERAL
STATE OF ILLINOIS

Lisa Madigan
ATTORNEY GENERAL

March 1, 2013

Via electronic and US. mail

Mr. Mark Horstmeyer

Freedom of Information Officer
Moraine Valley Community College
9000 West College Parkway
Palos Hills, Illinois 60465- 2478

RE:  FOIA Request for Review— 2013 PAC 23

ear Mr. Lewis and Mr. Horstmeyer:

The Public Access Counselor has received a Request for Review, pursuant to
section 9. 5( a) of the Freedom of Information Act ( FOIA) ( 5 ILCS 140/ 9. 5( a) ( West 2011
Supp.)), of the response by Moraine Valley Community College ( College) to a FOIA request

r. Gary Lewis on January 9, 2013.

In st, Mr. Lewis sought copies of the following:
1.)      List or other documentation of all persons who are employees of

the Moraine Valley Community College who were paid more than $ 1, 000 during
calendar year 2012.  This list should include the name of the employee, the
compensation paid in 2012, the street address of the employee, and the
city/ village with zip code of the employee' s address.

2.)      List or other documentation of all independent contractors and
vendors ( collectively the " contractors") doing business with Moraine Valley
Community College who were paid more than $ 1, 000 during calendar year 2012.
This list should include the name of the contractor, the compensation paid in
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2012, the type of work, product, or services of that contractor, the street address
of the contractor, and the city/ village with zip code of the contractor' s address.

3.)      Copies of all bills, statements, invoices or other documents
pertaining to the reimbursement of any Board members during 2012 for any
expenses or other payments made to them.'

On January 18, 2013, the College pro Lewis with records responsive to portions two
and three of the request but partially denied the first. 2 The College provided a list of the names
of all employees and the amount paid to them in 2012 but did not include home addresses
pursuant to section 7( 1)( b) of FOIA ( 5 ILCS 140/ 7( 1)( b) ( West 2011 Supp.), as amended by
Public Acts 97- 783, effective July 13, 2012; 97- 813, effective July 13, 2012; 97- 1065, effective
August 24, 2012; 97- 1129, effective August 28, 2012; 97- 847, effective September 22, 2012).
Section 7( 1)( b) of FOIA exempts from disclosure "[ pjrivate information, unless disclosure is
required by another provision of this Act, a State or federal law or a court order."  Section 2( c- 5)
5 ILCS l40/ 2( c- 5) ( West 2011 Supp.)) defines " private information" as unique identifiers,

including " home addresses[.]" Thus, home addresses are exempt under 7( 1)( b) of FOIA unless
another law requires disclosure.

In his Request for Re Lewis asserts that he only seeks the city and zip
code information for each employee in order to analyze where employees of the College live.
While section 2( c- 5) of FOIA does not list a home zip code as a unique identifier, this office has
previously determined that a public body may withhold a person' s home zip code under section
7( 1)( b) if the name of that person has been released to the requester.  A simple cross- reference of
the town and zip code with other commonly available resources such as the phone book, property
assessments, or the Internet could ultimately lead to the disclosure of the home address of an
individual. See Ill. Any Gen PAC Req. Rev. Ltr. 8615, issued November 19, 2010, at 2, and Ill.
Att'y Gen PAC Req. Rev. Ltr. 9808, issued February 10, 2011, at 2.  Therefore, the College
properly withheld the city and home zip code information pursuant to section 7( 1)( b) of FOIA.
For this reason, we have determined that no further action is warranted in this matter.

Finally, this office reminds the College of its obligation pursuant to section 9( a) of
FOIA ( 5 ILCS I40/9( a) ( West 2010), which requires the College to inform requesters of their
right to review by the Public Access Counselor" and their "right to judicial review under

Section 11 of this Act" when denied requested records.

FOIA request submitted by to Moraine Valley Community College( January 9,2013).

2Response from Mark Horstmeyer, FOIA Officer, Moraine Valley Community College, toJanuary 18, 2013).
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If you have any questions, please contact me at ( 217) 785- 7438 or at the
Springfield address below.  This letter shall serve to close this matter.

Very truly yours,

CHRISTOPHER R. BOGGS

Assistant Attorney General
Public Access Bureau

23275 rfr f no fi war univ





























OFFICE OF THE ATTORNEY GENERAL
STATE OF ILLINOIS

Lisa Madigan
XI- FORNEY GENERAL

June 27, 2016

Via electronic mail

Mr. Stephen E. Eberhardt

16710 Oak Park Avenue

Tinley Park, Illinois 60477
s- eberhardt@sbcglobal. net

Via electronic mail

Mr. Arthur Pierce

FOIA Officer

Village of Tinley Park
16250 South Oak Park Avenue

Tinley Park, Illinois 60477
apierce@tinleypark.org

RE: FOIA Request for Review — 2013 PAC 22902

Dear Mr. Eberhardt and Mr. Pierce: 

This determination letter is issued pursuant to section 9. 5( 0 of the Freedom of
Information Act ( FOIA) ( 5 ILCS 140/ 9. 5( 0 (West 2014)). For the reasons that follow, the

Public Access Bureau concludes that the Village of Tinley Park ( Village) did not sustain its
burden of demonstrating by clear and convincing evidence that the telephone numbers it redacted
in response to Ms. Gloria Villanueva' s FOIA request are exempt from disclosure. 

On November 12, 2012, Ms. Gloria Villanueva, on behalf of Citizens to Elect
Eberhardt and Weigand, submitted a six -part FOIA request to the Village; part B sought
telephone records for certain Village -issued cellular telephones ( cell phones) from October 29, 
2012, to November 7, 2012. On November 30, 2012, the Village provided Ms. Villanueva — Mr. 
Stephen E. Eberhardt' s wife — with responsive cell phone records but redacted certain phone
numbers as well as call dates, times, and locations under section 7( 1)( b) of FOIA ( 5 ILCS
140/ 7( 1)( b) ( West 2012)). On December 3, 2012, after Mr. Eberhardt contacted the Village with
concerns about its response, the Village provided Mr. Eberhardt with " corrected" cell phone

500 South Second Street, Springfield, Illinois 62706 • ( 217) 782- 1090 • 7TY: (877) 844- 5461 • Fax: ( 217) 782- 7046
100 West Randolph Street, Chicago, Illinois 60601 • ( 312) 814- 3000 • TTY: ( 800) 964- 3013 • Fax: ( 312) 814- 3806

601 South University Avenue, Suite 102, Carbondale, Illinois 62901 • ( 618) 529- 6400 • TTY: (877) 675- 9339 • Fax: ( 618) 529- 6416 •®— 
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records in which no call dates, times, or locations were redacted.' In his Request for Review, 

submitted January 13, 2013, Mr. Eberhardt alleged that the Village improperly redacted certain
phone numbers and failed to exercise sufficient oversight when it asked employees to redact their
own phone records. He noted multiple instances in which a Village employee or official
redacted the cell phone number of another Village employee or official. 

On January 23, 2013, the Public Access Bureau forwarded a copy of Mr. 
Eberhardt' s Request for Review to the Village and asked it to provide this office with unredacted
copies of the responsive records for our confidential review, together with an explanation for its
partial denial of the request. On January 31, 2013, this office received those records and the
Village' s written response. On February 20, 2013, Mr. Eberhardt submitted a reply. 

DETERMINATION

All records in the custody or possession of a public body are presumed to be
open to inspection or copying." 5 ILCS 140/ 1. 2 ( West 2012). A public body " has the burden of
proving by clear and convincing evidence" that a record is exempt from disclosure. 5 ILCS
140/ 1. 2 ( West 2012). 

Section 7( 1)( b) of FOIA

Section 7( 1)( b) of FOIA exempts from disclosure "[ p] rivate information, unless
disclosure is required by another provision of this Act, a State or federal law or a court order." 
The definition of "private information" includes " home or personal telephone numbers." See 5
ILCS 140/ 2( c- 5) ( West 2012). 

In its response to this office, the Village explained that the request encompassed
39 phone numbers, 35 of which were assigned to specific employees and 4 of which were
assigned to various positions in the Public Works Department. The Village stated that each

employee was asked to review his or her portion of the phone bill and redact any home or
personal phone numbers; the Village' s FOIA Officer/ Deputy Clerk did not review those
redactions before transmitting the redacted records to Ms. Villanueva because " she did not know
which phone numbers were personal phone numbers and which were not on any given portion of
the phone bill. Only the employee who made or received the calls, and

presumably recognizedthe numbers, could tell which phone numbers were personal and which were not." In reply, Mr. 

E- mail from Laura Godette, Deputy Clerk, Village of Tinley Park, to Steve [ Eberhardt] 
December 3, 2012). 

2Letter from Klein, Thorpe and Jenkins, Ltd., by Thomas M. Melody, to Matthew M. Sebek, 
Assistant Attorney General, Public Access Bureau ( January 31, 2013), at 2. 
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Eberhardt argued that the names of the parties whose numbers were redacted must be disclosed

in order to verify whether the redactions were proper. 

This office compared the " corrected" records provided to Ms. Villanueva with the

unredacted copies of those records and found that the Village redacted multiple Village cell

phone numbers. Numbers for Village -issued cell phones do not constitute " home or personal

telephone numbers" within the scope of section 7( 1)( b). See, e. g., I11. Att' y Gen. PAC Req. Rev. 
Ltr. 37999, issued May 31, 2016, at 4 ( cell phone numbers issued by public bodies are not
exempt from disclosure, nor are other business phone numbers). Accordingly, the Village
improperly redacted non- exempt numbers responsive to Mr. Eberhardt' s request. 

As a practical matter, no one but the employee or official whose phone records

are at issue may have knowledge of whether certain phone numbers are home or personal
numbers. Accordingly, when a public body seeks to redact home or personal phone numbers
from requested phone records, it is incumbent on the public body' s FOIA officer to direct each
employee and official whose phone records are at issue to identify only home and personal
phone numbers for redaction, explaining that business cell phone numbers do not qualify. 
Asking the employees and officials to inform the FOIA officer about the nature of the numbers
they have identified for redaction ( i.e., spouse' s cell phone, friend' s cell phone, constituent' s

home number, etc.) may assist the public body in meeting its burden of demonstrating by clear
and convincing evidence that the numbers fall within the scope of section 7( 1)( b). 

In this instance, the Village did not provide this office with evidence sufficient to

conclude that any of the numbers the Village redacted are exempt from disclosure. Therefore, 

this office asks the Village to issue a supplemental response to Mr. Eberhardt disclosing
unredacted copies of the responsive phone records. 

The Public Access Counselor has determined that resolution of this matter does

not require the issuance of a binding opinion. If you have questions, you may contact me at the
Chicago address on the first page of this letter. This letter serves to close this matter. 

Very truly yours, 

JOSH JONES

Supervising Attorney
Public Access Bureau

22902 f 71b improper mun
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cc: Via electronic mail

Mr. Thomas M. Melody
Klein, Thorpe and Jenkins, Limited

20 North Wacker Drive, Suite 1660

Chicago, Illinois 60606- 2903

tmmelody@ktjlaw. com
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OFFICE OF THE ATTORNEY GENERAL
STATE OF ILLINOIS

Lisa Madigan
ATTORNEY GENERAL

March 26, 2014

Via Electronic Mail

Ms. Cheryl Williams

Vice President/ Liaison

University Hill Community Council
1544 gaol. com

Ms. Brigett R. Bevan

Freedom of Information Officer

Chicago Transit Authority
567 West Lake Street

Chicago, Illinois 60661- 1498

RE: FOIA Request for Review— 2013 PAC 23125

Dear Ms. Williams and Ms. Bevan:

This determination is issued pursuant to section 9. 5( f) of the Freedom of

Information Act (FOIA) ( 5 ILCS 140/ 9. 5( 1) ( West 2012)).  For the reasons that follow, the

Public Access Bureau concludes that the Chicago Transit Authority' s ( CTA) response to Ms.
Cheryl Williams' FOIA request complied with the requirements of FOIA with the exception of

redactions of e-mails addresses of businesses and organizations.

On January 5, 2013, Ms. Cheryl Williams submitted a FOIA request to the
Chicago Transit Authority ( CTA) requesting the sign- in list and " recorded documents" from the
Red Line South community meeting at Kennedy King College.'  On January 28, 2013, CTA
provided the sign- in list with information redacted pursuant to section 7( 1)( b) of FOTA ( 5 ILCS

140/ 7( 1)( b) ( West 2012)); CTA also asserted that it did not possess any responsive recorded
documents.  Ms. Williams' Request for Review disputed that response.

On June 14, 2013, Ms. Bridgett R. Bevan, Freedom of Information Officer for

CTA, confirmed by e- mail, with an Assistant Attorney General in the Public Access Bureau, that
CTA possesses neither recorded documents, nor any additional records pertaining to the

FOIA request submitted by Cheryl Williams to Chicago Transit Authority( January 5, 2013).
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community meeting.  In particular, the response stated that the " community meeting was not a
public hearing * * *, so there was no recording made of the meeting. As such, there are no
recorded documents' related to this meeting, which could include, for example, a recording or a
transcript of the meeting." 2

DETERMINATION

The requirements of FOIA apply to public records " having been prepared by or
for, or having been or being used by, received by, in the possession of, or under the control of
any public body."  5 ILCS 140/ 2( c) ( West 2012).  CTA has confirmed that it does not possess
any recorded documents pertaining to the community meeting because CTA did not record the
meeting.  This office has not received any facts indicating that CTA does possess such records.
Based on the available information, we conclude that CTA' s response to Ms. Williams' request

for " recorded documents" complied with the requirements of FOIA.

With respect to the sign- in- sheets, section 7( 1)( b) exempts from disclosure

p] rivate information, unless disclosure is required by another provision of this Act, a State or
federal law or a court order."  Section 2( c- 5) of FOIA ( 5 ILCS 140/ 2( c- 5) ( West 2012)) defines

private information" as:

U] nique identifiers, including a person' s social security number,
driver's license number, employee identification number,'biometric

identifiers, personal financial information, passwords or other

access codes, medical records, home or personal telephone

numbers, and personal email addresses.  Private information also

includes home address and personal license plates, except as

otherwise provided by law or when compiled without possibility of
attribution to any person.

Based on this office' s review of the records, the redactions mostly consist of home addresses and
personal e- mail addresses that are exempt from disclosure under the plain language of the above

definition. However, CTA also appears to have redacted e- mail addresses and street addresses

for certain organizations as well as business.  Such information does not constitute " private

information" within the scope of section 7( 1)( b).  Ill. Att' y Gen. PAC Req. Rev. Ltr. 19650,
issued August 31, 2012, at 3 ( a business e- mail address does not constitute private information
under section 7( 1)( b)). Therefore, we request that CTA provide Ms. Williams with copies of the

sign- in sheets that include business and organization e- mail addresses and street addresses.

2E- mail from Brigett R. Bevan, Freedom of Information Officer, Chicago Transit Authority, to
Dushyanth Reddivari ( June 14, 2013).
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The Public Access Counselor has determined that resolution of this matter does

not require the issuance of a binding opinion.  If you have any questions, please contact me at
312) 814- 5206. This letter shall serve to close this matter

Very truly yours,

DUSHYANTH REDDIVARI

Assistant Attorney General
Public Access Bureau

23125 f 71b ex proper/ improper 3d response complete mun
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